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Phishing is a type of social engineering where an attacker sends a fraudulent ("spoofed") message
designed to trick a human victim into revealing sensitive information such as User ID, password and
credit card information. The sender usually induce the victim to click on some links or open
attachments or ask you to make a fund transfer. As such, we should stay vigilant and guard against
the phishing email.
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Pay attention on the suspicious instant message and email.
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Check whether email address is suspicious or not. If you are unable to determine the source of the
email or have doubts about the source, please do not open/ execute the attachment on the email. For
example, a malicious user may take advantage of different text such as “dhl.com” to “dhI.com”
while the former is the lowercase of “L” and the latter is the uppercase of “I” .
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Beware of fraudulent email which may pretend to be sent by your business partners or friend. However,
they actually trick you into downloading virus or logging into fake web pages to obtain important
information, including user names and passwords.
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If you believe that the email is suspicious, you should use the official hotline to contact the sender
in order to confirm the authenticity of the emails and text messages. For example, if it is about
the money transfer or payment account update, it is highly suggested to call back the pre-defined
contact number rather than the number in the fraudulent email.
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Our company has strict security standards and procedures to ensure unauthorized access to customer
information is prevented. We will never ask our customers to provide or validate their personal and/or
account related information (e.g. ID number, passwords or account number) by e-mails or through any

hyperlinks embedded in such e-mails.



s

PE{SEEE 25

CTBC SECURITIES

@ (3711;__73,-1-"'
(%4

PEIEEASES(FE)BRAT

CTBC Asia Limited

BBPIREME 8 REESmMP/L 1 28 18

28/F., Two International Finance Centre,

8 Finance Street,Central,Hong Kong.

BS57E Tel : (852)2916 1784 {2HE Fax : (852)3101 0278
http://www.ctbcasia.com.hk

N WwREBHEFEBERIFTHRER > RMBIERCEREN > UBEREHRPLRE -
If your password has remained unchanged for a prolonged period, we strongly recommend updating it

as soon as possible to ensure the security of your account.
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Only download and install Apps provided by trusted and verified developers from official Apps stores.
Evaluate Apps’ requested permissions carefully and stop installing App if you have any doubt.
N~ BEARGAE AN B) Z B AR B IR AE 0 DU Bp BRI R N 5] A8 B i 4o o

Ensure your contact details registered with our company are up-to-date to allow relevant
notifications to be delivered to you on a timely basis.
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Stay vigilant, stay safe online. If you receive any suspicious email from our company, please contact
us at (852) 2916-1784 or email: operation@ctbcasia.com. hk immediately.
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